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WebTrends Enhanced Log Format (WELF) API
Introduction

This document defines the WebTrends Enhanced Log File Format used by firewalls, proxy servers, and security devices. Any firewall, VPN system, proxy server, or device that uses this log format is compatible with Security (Firewall) Reporting Center v1.0 and later, as well as with WebTrends Firewall Suite 2.0 and later.

Overall Log File Format

A log file is made up of records. Each record is a single line in the file. Records are logged in chronological order, with the earliest record appearing first.

WebTrends Enhanced Log Format places no restrictions on log file names or log file rotation policies.

Overall Record Format

Records

A record is a single line terminated by the character sequence carriage return-line feed (0x0D-0x0A). There can be no carriage returns or line feeds within a single record. 

Each log record is made up of fields. The record identifier field (id=) must be the first field in a record. After that, fields can be in any order.

A few fields must be present in every record, but most fields are optional. For example, fields referring to specific types of activity (for example the operation on an HTTP request) occur only in records describing that activity type. 

Not all types of firewall servers log all fields. Log records that omit certain fields produce report tables that are partially incomplete. The description of each field includes notes about which tables rely on the presence of the field. 

A generalized sample record is shown below. (In a log file, the record would reside on one line.) 

Note: this record is a sample and does not contain all the fields described in this document.

id=firewall time=”1998-8-4 12:01:01” fw=192.168.0.238 pri=6 rule=3 proto=http src=192.168.0.23 

dst=206.1.0.36 dstname=www.webtrends.com arg=/index.html

op=GET result=200 rcvd=1426
Fields (except for time=)

All fields except for time= (date/time) are terminated by spaces. If a field contains spaces, it must be enclosed in double quotes.

All fields use the form key=value. Fields are separated by spaces. If the value contains spaces, then it must be enclosed in double quotes. The key must be exactly in the form shown in this document. The value should be made up of printable ASCII characters. 

· The value for the fields pri=, duration=, sent=, and rcvd= must be a decimal number. 

· The value for time= must be of the format "yyyy-mm-dd hh:mm:ss".

· All other fields can contain any printable ASCII character.

Identifying Users, Servers, and Sites

Many records, for example all records for Web, email, FTP, and Telnet activity, include a source and a destination. The source is the originator of the event; the destination is the recipient of the event.

For example, for an internal user accessing an external Web site, the internal user is the source and the external Web site is the destination. If an external user sends an email message to an internal user, the external user is the source and the internal user is the destination.

When logging events of this type, the most basic level of information is the source and destination IP addresses. Reports can be enhanced if fields provide higher-level information for example resolved IP addresses or the names of servers. A field is also provided for the authenticated user name, if users are authenticated through the firewall. (The authenticated user field, if present, is assumed to identify an internal user.)

When they create tables and graphs, NetIQ firewall applications generally use the most user-friendly identifier available. For internal users, this means that the firewall application looks for the authenticated user field first, then for the name field, and finally for the IP address. For external users, the application will look for the name field first and then for the IP address. 

Required Fields

Each record contains four required fields:

	field
	definition

	id=
	Record identifier

	time=)
	Date/time

	fw=)
	Firewall IP address or name

	pri=)
	Priority of the record


The first two fields in each record must be id= and time=, in that order. 

id=

This field identifies the type of record. For log files conforming to this document, the type will always be firewall. For example:

id=firewall

time=

This field shows the date and time of the event in the time zone where the event was logged. The form of the date/time field is shown below. 

Note: Because this field contains spaces, it must be enclosed in double quotes.

time=”yyyy-mm-dd hh:mm:ss”

yyyy: year (always 4 digits)

mm: number between 1 and 12 (inclusive) to represent the month (1 or 2 digits)

dd: day of the month, 1 based (1 or 2 digits)

hh: hour, based on 24-hour clock (1 or 2 digits)

mm: minute (1 or 2 digits)

ss: second (1 or 2 digits)

For example, 6:00 am on January 1, 1998 can be represented as:

time=”1998-1-1 6:0:0”

It can also be represented as:

time=”1998-01-01 06:00:00”

6:00 pm on the same day would be represented as:

time=”1998-01-01 18:00:00”

fw=

This field identifies the firewall that generated the log record. Typically a firewalls is identified using an IP address or a machine name. NetIQ firewall applications use this field for licensing purposes to determine how many different firewalls you are currently analyzing. Licensing is simplified if the firewall is consistent in logging this field. In other words, a particular firewall should always log its IP address OR always log its machine name. If a firewall logs its IP address, it should always log the IP address of the internal network interface OR always log the IP address of the external network interface.  If it logs the field inconsistently, the NetIQ application may read the log as having been generated by two different firewalls.

The following example shows the field using the IP address of the firewall:

fw=192.168.0.238

The following example shows the field using the machine name of the firewall:

fw=ACME_FIREWALL

pri=

The priority of the event. The following table shows the allowable values for the field:

	Value
	Definition

	0 
	emergency

	1
	alert

	2
	critical

	3
	error

	4
	warning

	5
	notice

	6
	information

	7
	debug


Messages are allocated to report tables based on the priority value. Messages with priorities 0, 1, and 2 are placed in the critical error tables. Messages with priorities of 3 and 4 are placed in the errors and warnings tables. Messages with priorities of 5, 6, and 7 are placed in the informational message tables.

Examples:

pri=0

pri=5

Optional Fields

rule=

This field shows the rule that triggered the log entry. This field is used to generate tables that help the user understand whether firewall rules are working as intended. Three tables are based on the rule field: internal IP addresses triggering firewall rules, external IP addresses triggering firewall rules, and protocols triggering firewall rules. Most firewalls log this field as an integer identifying a particular rule. However, rules could also be identified by name and logged as such in this field.

Examples:

rule=4

rule=deny

proto=

The protocol used by the event. A large number of tables and graphs depend on the presence of the protocol field. Although this field is not required, without it reports lack important information. Some firewalls do not log the protocol, but do log the service. If this is the case, the service is the appropriate item to log in this field.

Default protocol mappings

NetIQ firewall applications track the following protocols by default:

[web]

http

https

80/tcp

[email]

pop3

smtp

smap

[ftp]

ftp

ftp-data

[telnet]

telnet

[realaudio]

realaudio

Mapping new protocols

Your log files may contain protocols not included in this file.  You can configure your NetIQ firewall application to track them using the Protocols options.

Note:  Unmapped protocols are tracked as a group under the protocol family "other."

Examples:

proto=http

proto=ftp

proto=snmp

duration=

This field shows the time required to perform the operation, in seconds. Although NetIQ firewall applications track this field, it is not currently reported in any tables or graphs. However, if this information is available, we recommend logging it for use by future versions. 

Examples:

For an operation that required exactly three minutes, the duration field could look like this:

duration=180.00

or like this:

duration=180

sent=

This field shows the number of bytes transferred from the source to the destination.

Examples:

sent=1426

sent=512

rcvd=

This field shows the number of bytes transferred from the destination to the source.

Examples:

rcvd=1426

rcvd=512

src=

This field shows the IP address that generated the event. See “Identifying Users, Servers, and Sites” on page 2 for more information.

Examples:

src=192.168.0.23

src=206.0.2.1

srcname=

This field shows a more user-friendly version of the src= field. See “Identifying Users, Servers, and Sites” on page 2 for more information.

Examples:

srcname=mickm@webtrends.com

srcname=www.webtrends.com

srcname=JIMS_SYSTEM

dst=

This field shows the IP address that received the event. See “Identifying Users, Servers, and Sites” on page 2 for more information.

Examples:

dst=192.168.0.23

dst=206.0.2.1

dstname=

This field shows a more user-friendly version of the dst= field. See “Identifying Users, Servers, and Sites” on page 2 for more information.

Examples:

dstname=WEBTRENDS_SERVER

dstname=www.webtrends.com

cat_site=

For firewalls and proxy servers capable of categorizing Web sites, this field shows the category to which the accessed site belongs. For example, www.msnbc.com might be categorized as "General News".

Note: If a field contains spaces, it must be enclosed in double quotes.

This field should only be present if the dst= or the dstname= field is also present.

Examples:

dst=www.msnbc.com cat_site=News

dst=www.msnbc.com cat_site="General News"

cat_page=

For firewalls and proxy servers capable of categorizing Web pages, this field shows the category to which the accessed page belongs. 

Note If a field contains spaces, it must be enclosed in double quotes.

This field should only be present if the arg= field is also present.

Examples:

arg=/investing/stocks.htm cat_page=”Investment”

arg=/counter-strike/newmaps.htm cat_page=”Entertainment”

catlevel_site=

This field shows the category level for a web site.  The possible values for this field are 1 and 2.  Category level 1 records are used to create reports on Core category activity. Category level 2 records are used to create reports on General category activity.    

Core categories (Category 1) include Drugs/Alcohol, Gambling, Hate Speech, Violence, and Sexually Explicit. General categories (Category 2) include Astrology and Mysticism, Entertainment, Games, General News, Glamour and Intimate Apparel, Hobbies, Investment, Job Search, Motor Vehicles, Personals and Dating, Real Estate, Shopping, Sports, Travel, Usenet News, and Web-based Chat.

This field should only be present if the cat_site= field is also present.

Examples:

dst=www.cars.com cat_site=”Motor Vehicles” catlevel_site=2 cat_action=pass 

dst=www.nudie.com cat_site=”Sexually explicit” catlevel_site=1 cat_action=block 

catlevel_page=

This field shows the category level for a Web page.  Possible values for this field are: 1 and 2. Category level 1 records are used to create reports on Core category activity. Category level 2 records are used to create reports on General category activity.    

Core categories (Category 1) include Drugs/Alcohol, Gambling, Hate Speech, Violence, and Sexually Explicit. General categories (Category 2) include Astrology and Mysticism, Entertainment, Games, General News, Glamour and Intimate Apparel, Hobbies, Investment, Job Search, Motor Vehicles, Personals and Dating, Real Estate, Shopping, Sports, Travel, Usenet News, and Web-based Chat.

This field should only be present if the cat_page= field is also present.

Examples:

arg=/investing/stocks.htm cat_page=”Investing” catlevel_page=2 cat_action=pass 

arg=/counter-strike/newmaps.htm cat cat_page=”Entertainment” catlevel_page=2 cat_action=block 

cat_action=

This field shows the action taken for this category. For example, access to gambling Web sites may be blocked.

This field should only be present if the cat_site= or cat_page= field is also present.

Possible values for this field are: block and pass.

Examples:

dst=www.gambling.com cat_site=Gambling cat_action=block

dst=www.msnbc.com cat_site=News cat_action=pass

user=

This field shows an authenticated user name. If users access sites through the firewall that require a user name and password, the authenticated user name can be logged in this field. See “Identifying Users, Servers, and Sites” on page 2 for more information.

Examples:

user=JohnB

user=MarySmith

op=

This field shows the operation associated with the activity, for example GET or POST for HTTP and FTP requests.

Examples:

op=GET

op=POST

arg=

This field shows the URL requested in an HTTP or FTP transaction.

Examples:

arg=/PRODUCTS/WEBTREND/GIFS/IWAWARD2.gif

arg=/PRODUCTS/WEBTREND/download.htm?Product=Standard

result=

This field shows a standard result code for an HTTP request.  For example, 200 is the result code for a successful file retrieval, and 304 is the result code for a file returned from the cache.

Examples:

result=200

result=304

result=404

vpn=

This field identifies a particular VPN. It is used to generate tables showing the most-used VPNs and the VPNs accessed by particular users. 

Examples:

vpn=”NY Branch VPN”

vpn=Sales

type=

This field shows whether a particular event is a VPN event, a firewall management event, or both. It determines which tables will include the data for the event. To include a record in more than one category, separate the values with commas.

Currently, the supported values for type are:

vpn - the record is a VPN event.

mgmt - the record is a firewall management event.

Examples:

type=vpn

type=mgmt

type=vpn,mgmt

msg=

This field determines the event summary tables where the data in a record will be shown  These tables classify the activity as one of the following: critical events, errors and warnings, VPN events, or firewall management events. NetIQ firewall applications can also generate detailed tables associating users with these events provided the user can been identified using the Src=, Srcname=, Dst=, Dstname=, or User= fields.

Examples:

msg=”VPN starting”

msg=”Possible port scan detected”

msg=”Firewall configuration changed”

ref=

This field shows the referring site for incoming Web records.

Examples:

ref=http://search.yahoo.com/bin/search?p=trends%20internet

agent=

This field shows the agent (usually the browser) for incoming or outgoing Web records, 

Examples:

agent="SPRY_Mosaic/v8.32 (Windows 16-bit)”

agent="Microsoft Internet Explorer/4.40.308 (Windows 95)"

agent="Mozilla/3.0 (WinNT; I)"

cache=

This field shows the proxy cache status for outgoing Web records and is used to create a report detailing proxy cache performance. 

Examples:

cache=TCP_MISS

cache=TCP_HIT

cache=Inet

Sample Records

Note: In the following examples, records are broken up into multiple lines. In log files, each record is on one line.
Sample Web Records:

The external user at IP address 132.0.92.91 requests a page from a Web site behind the firewall.

id=firewall time=”1998-8-4 12:01:01” fw=192.168.0.238 pri=6
rule=3 proto=http src=132.0.92.91 
dst=192.168.0.36 dstname=www.webtrends.com arg=/index.html

op=GET result=200 sent=1426

The internal user at IP address 192.168.0.26 requests a page from a Web site outside the firewall:

id=firewall time=”1998-8-4 12:01:01” fw=192.168.0.238 pri=6
rule=3 proto=http src=192.168.0.26 
dst=192.168.0.36 dstname=www.yahoo.com arg=/index.html?abc
op=GET result=200 sent=10842

Sample Email Records:

The external user at IP address 203.61.93.90 sends an email message to the server www.webtrends.com:

id=firewall time=”1998-8-4 12:01:01” fw=192.168.0.238 pri=6 rule=12 proto=smtp src=203.61.93.90 srcname=mail.sewl.com.au dst=192.168.0.196 dstname=www.webtrends.com sent=23124

The internal user webmaster@webtrends.com sends an email message to the external address 205.229.190.12:

id=firewall time=”1998-8-4 12:01:01” fw=192.168.0.238 pri=6 rule=12 proto=smtp user=webmaster@webtrends.com src=192.168.0.104 dst=205.229.190.12 dstname=mail.cx1.com sent=23124

Sample Telnet Records:

The user at IP address 192.168.0.26 initiates a telnet session with the computer at IP address 206.92.0.26:

id=firewall time=”1998-8-4 12:01:01” fw=192.168.0.238 pri=6 rule=5 proto=telnet src=192.168.0.26 dst=206.92.0.11 sent=10842 rcvd=21222 duration=3201.32

Sample FTP Records:

The external user at IP address 206.92.0.11 uploads a file to WebTrendsServer.  (Upload vs. download is determined by the sent or rcvd field.)

id=firewall time=”1998-8-4 12:01:01” fw=192.168.0.238 pri=6 rule=8 proto=ftp src=206.92.0.11 dst=192.168.0.23 dstname=WebTrendsServer sent=31124 duration=63.10

The external user at IP address 206.92.0.11 downloaded a file to WebTrendsServer (upload vs. download is determined by the sent or rcvd field):

id=firewall time=”1998-8-4 12:01:01” fw=192.168.0.238 pri=6 rule=8 proto=ftp src=206.92.0.11 dst=192.168.0.23 dstname=WebTrendsServer rcvd=31124 duration=63.10

Sample RealAudio Records:

id=firewall time=”1998-8-4 12:01:01” fw=192.168.0.238 pri=6 rule=8 proto=RealAudio sent=431 rcvd=24184 duration=3600.00 src=192.168.0.242 dst=204.164.100.21

Sample VPN Records:

id=firewall time=”1998-8-4 12:01:01” fw=192.168.0.238 pri=5
rule=6 src=122.110.1.1 type=vpn msg=”VPN starting”

id=firewall time=”1998-8-4 12:01:01” fw=192.168.0.238 pri=5 
rule=6 src=122.110.1.1 type=vpn msg=”VPN closing”

Sample Management Records:

id=firewall time=”1998-8-4 12:01:01” fw=192.168.0.238 pri=5
rule=9 src=192.168.0.238 type=mgmt msg=”Firewall starting”

id=firewall time=”1998-8-4 12:01:01” fw=192.168.0.238 pri=5
rule=9 src=192.168.0.238 user=JohnSmith type=mgmt
msg=”Firewall configuration changed”

Sample Error Messages:

id=firewall time=”1998-8-4 12:01:01” fw=192.168.0.238 pri=3
rule=9 src=132.0.92.91 
dst=192.168.0.36 msg=”Possible port scan detected”

id=firewall time=”1998-8-4 12:01:01” fw=192.168.0.238 pri=3
rule=9 dst=132.0.92.91 src=192.168.0.36 msg=”Deny TCP out”

Using WELF With the NetIQ Syslog Service

A firewall can use the WELF standard in conjunction with the NetIQ Syslog Service (formerly the WebTrends Syslog Service). The prefix to the syslog message is ignored when syslog log files are processed. Fields defined by WELF that might appear in the syslog prefix (for example, the priority field) must also be present in the body of the syslog message as specified by the WELF standard.
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